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1. OVERVIEW

This document operationalizes how digital content hosts can make available (in no more than 1 click) both
provenance and fuzzy provenance information about text that users encounter online.

Digital content hosts in-scope for this operational plan would include:

» Web browsers (e.g., Safari);
» Social media platforms accessible by apps (e.g., Quora app, WhatsApp); and

» Websites that are accessible by apps (e.g., New York Times app).

Digital content hosts would be responsible for providing:

» An entrypoint where users can highlight text to learn more about it; and

» A display, when available, of:

» Provenance information about the text; and

» Fuzzy provenance information about the text.
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1. Entrypoint appears, where user can click to
learn more about the text

Here is an example overview of what the entrypoint, provenance, and fuzzy provenance information could look
like for a piece of text. When a user highlights a piece of text that is sufficiently long, they can click “Learn more
about this text” to find more information. First, they see their highlighted text appear at the top of the right
hand panel. Then, under the “Origin Information” header, they see information about the text’s provenance.
Below that, under the “Matches” header, they see fuzzy provenance information about the text, including exact
text matches on the internet and generative Al records, if available.

The rest of this document offers a guide for digital content hosts to provide each of these elements. This guide
includes example design layouts based on websites (where web browsers would be the digital content host);
similar designs could be adapted for other digital content hosts enumerated above (like mobile applications).

2. ENTRYPOINT

An entrypoint should be made available whenever a user highlights a piece of text hosted by a digital content
host, and the piece of text contains at least 15 words. Specifically, a button saying “Learn more about this text”
should appear when these conditions are met, where clicking on the button would lead to a display of prove-
nance and fuzzy provenance information about the text on the same page.




This is what an example entrypoint could look like:

Our Story

Professional & Reliable

When a user highlights the piece of text starting with “Bilbo’s Construction Group...” the gray hover would
appear, which includes the option to “Learn more about this text.” When the user clicks this button, more in-

formation about the text would appear in a panel on the right side of the page.

Our Story

Professional & Reliable

Bilbo's Construction Group is a general
contractor, project management, and
state-of-the-art construction service provider...

Origin Information
Metadata shows that this text was generated

by Al.
Matches

No matching text found on other pages on the
Web. Click here to find related pages.




3. DISPLAYING PROVENANCE INFORMATION

Information about whether the specific piece of text was generated by Al, via watermarking or other informa-
tion security approaches, and according to C2PA’ hnical ifications, should be displayed under an “Origin
Information” heading.

Specifically:

Case

1

Description

No metadata information, or metadata that is probabilistic
predictions with less than 100% confidence intervals, or

otherwise inconclusive or contradictory metadata information

Message to display’

“There is no information about whether this

text was generated by Al"?

generated by Al (including probabilistic predictions that are
100% certain)

2 There is metadata information asserting that the text was "Metadata shows that this text was generated
generated by Al (including probabilistic predictions that are by Al”
100% certain)

3 There is metadata information asserting that the text was not "Metadata shows that this text was not

generated by Al”

Examples of cases 1 and 2 are included below.



https://c2pa.org/specifications/specifications/2.0/specs/C2PA_Specification.html

Case 1, where metadata is not available or inconclusive about whether the text was generated by Al:
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Case 2, where metadata asserts conclusively that the text was generated by Al:

Our Story

Professional & Reliable

Bilbo's Construction Group is a general
contractor, project management, and

state-of-the-art construction service provider...

Origin Information
Metadata shows that this text was
generated by Al.

Matches
No matching text found on other pages
on the Web. Click here to find related

pages.
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4. DISPLAYING FUZZY PROVENANCE INFORMATION

Below the provenance information, fuzzy provenance information should be displayed under a “Matches” heading.

The entries under “Matches” should:

» Contain only websites that have exact matches to the text highlighted by the user: the exact same words
in the exact same order, with differences only in punctuation and spelling permissible (to minimize
algorithmic curation while maintaining helpfulness);

» Not include the page the user is already on (to avoid unnecessary duplicative results);

» Include, for each entry, a preview of the URL, title of the webpage, and snippet ideally including the text
surrounding the matched text (to give users helpful context about each source);

» Be generated automatically (to avoid curation as much as possible), either in-house by the digital content
host or by calling a search engine, to include all websites on the internet that contain an exact match;

» Have generative Al model record results, when accessible on the internet and containing an exact match,
clearly labeled (so this is clear to users);

» Be ordered in some automatic fashion (to avoid curation as much as possible), such as by date (most recent
first), with the exception of results consisting of generative Al model records first;

» Include a link to find related pages (either topically relevant, or matches where a few words are changed)
when no exact matches are found on any pages on the internet (to enable users to find paraphrases when
exact matches aren’t available, since paraphrase matches can provide even more useful context?); and

» Be able to dynamically load more entries if the user continues scrolling past the current viewport (to enable
users to find more matches if they want to find more).




Example mocks of 3 cases of fuzzy provenance information are included below:

In the first case, websites with exact text matches are displayed below the subheading “Matching text found on
these pages.” None of the results include generative Al model records.
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In the second case, the result includes a generative Al model record. This is shown first and labeled as a
“ChatGPT Record.”
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In the third case, no pages with matching text are found on the internet. Instead, there is a message that no
pages with matching text are found, and an alternative link to related results is provided. When clicked on, the
link would lead the user to another page with non-exact-match (but topical) results.

Bilbo's Construction Group is a general
0 ur Sto ry contractor, project management, and

state-of-the-art construction service provider...

Professional & Reliable

Origin Information

- Metadata shows that this text was
generated by Al.
Fuzzy

Matches
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No matching text found on other pages
on the Web. Click here to find related information
pages. shown

ENDNOTES

1 The messages displayed are responsive to academic research done on what messages regarding Al generated content are effective

and understandable for users. See https://osf.io/preprints/psyarxiv/v4mfz.

Since provenance information for text is often unreliable, it is safer (when not 100% confident) to say “no information” and have the user
rely on fuzzy provenance rather than potentially give the wrong provenance information.

For instance, users or Al may paraphrase from existing text that would show up as a paraphrase match rather than an exact match.
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