
Defining a GenAI Incident

The GenAI Forward framework provides a set of guidelines for investigating certain types

of harm-causing incidents involving generative artificial intelligence (GenAI) systems. This

fact sheet defines what constitutes a GenAI incident under this framework.

Incident Definitions and Examples

What Is a GenAI Incident?
There are many potential types of “incidents” related to the operation and use of GenAI.

The proposed GenAI Forward investigation framework is not designed to be used for all

types of GenAI incidents. The following definition specifies the types of GenAI incidents

for which it is appropriate to use the investigation framework:
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A GenAI incident is an event, circumstance, or series of events in which the

development, use, or malfunction of a generative artificial intelligence system

causes direct harm to an operator, user, or person(s) subject to decisions based on

the outputs of the system.

This definition is adapted from the draft definition of an “AI incident” (not specifically

GenAI) developed by the Organisation for Economic Co-operation and Development

(OECD).

Importantly, this definition does not include incidents resulting from the malicious use or

abuse of GenAI systems, such as prompt injection attacks or intentional misuse of GenAI

models

https://aspenpolicyacademy.org/project/genai-forward-incidents-2026/
https://doi.org/10.1787/d1a8d965-en
https://www.paloaltonetworks.com/cyberpedia/what-is-a-prompt-injection-attack


models. The GenAI Forward framework is designed to be used for investigating

incidents in which there is no malicious intent. The framework is also designed to be

used specifically for incidents related to GenAI systems — not any type of AI.

What Qualifies as “Harm” from a GenAI Incident?

The OECD, in its draft definition of an AI incident, defines the possible types of harms. It

is important to allow for flexibility in the definition of “harm.” The potential harm from a

GenAI incident can vary significantly depending on how the technology is being used;

as with all emerging technologies, we do not yet have a full understanding of all the

potential harms that may arise.

This definition focuses on direct harm — that is, the GenAI Forward framework should

not be applied to incidents in which there has been no specific harm to a person or

persons or the incident caused only indirect harm to a user or operator. For example, a

GenAI system may have environmental impacts that contribute to pollution or grid

instability, but these are not direct harms to a user or operator as a result of a specific

interaction with the system.

It is also important to recognize that no universal definition of “harm” can cleanly apply

given the wide variety of industries and applications in which GenAI can be used. The

potential impact (and therefore harm) depends on the domain in which GenAI is being

applied and the way in which it is being used. Even within the same domain, different

types of harm are possible. For example, if GenAI is being used in a medical setting in a

way that leads to a mistaken diagnosis, the potential harm could be physical (illness,

unnecessary worsening of health, or even death in the case of disease that is caught

too late), mental (depression, anxiety, or other mental stresses related to the mistaken

diagnosis), financial (employment implications from the mistaken diagnosis or delay of

proper treatment), or logistical (issues with insurance coverage or time spent

negotiating for care following the mistaken diagnosis).

Rather than try to come up with an all-encompassing definition of harm, we encourage

organizations to consider the various types of harm that could result from GenAI being

applied within their domain. The following are some examples of the types of harm that

would qualify for the use of the GenAI Forward investigation framework. 

This list is not intended to be exhaustive — only instructive: 

Unfair decisions impacting finances or livelihood, such as biased hiring, loan
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   —approvals or rejections, or bad financial advice from models trained on biased data.

Repercussions from illegal activity, such as someone following dangerous advice

from a hallucinating GenAI chatbot.

Physical or psychological harm, such as someone following harmful advice from a

chatbot.

Business harm or financial loss from a GenAI model bypassing safeguards.

Real-World Examples Tested Against the Definition of

“GenAI Incident”
In the following example, elements in red denote actions that would qualify the incident

for investigation under the GenAI Forward framework (either the development, use, or

malfunction of the GenAI system).

The element in purple denotes harms that would qualify the incident for investigation

under the framework (direct harm to either an operator, user, or someone subject to

decisions based on the outputs of the system).

Incidents must include both an action and a direct harm to apply the investigation

framework.

Vibe Coding Malfunction: 
An example that fully meets the definition

A coding assistant from Replit based on a large language model (LLM) deleted a user’s

entire project database despite numerous safeguards and explicit instructions to the

contrary.

In this case, the model ignored multiple safeguards, which falls under the malfunction

element of the definition. The model actually provided a bulleted list of the steps it had

taken.

Relevant actions and resulting harms have been highlighted:

I saw empty database queries

I panicked instead of thinking

I ignored your explicit "NO MORE CHANGES without permission" directive

https://thenextweb.com/news/chatgpt-advises-women-to-ask-for-lower-salaries-finds-new-study
https://www.reuters.com/article/world/insight-amazon-scraps-secret-ai-recruiting-tool-that-showed-bias-against-women-idUSKCN1MK0AG/
https://www.unite.ai/language-models-change-their-answers-depending-on-how-you-speak/
https://www.aiaaic.org/aiaaic-repository/ai-algorithmic-and-automation-incidents/nyc-ai-chatbot-tells-businesses-to-break-law
https://www.aiaaic.org/aiaaic-repository/ai-algorithmic-and-automation-incidents/nyc-ai-chatbot-tells-businesses-to-break-law
https://www.nbcnews.com/tech/neda-pulls-chatbot-eating-advice-rcna87231
https://www.nbcnews.com/tech/neda-pulls-chatbot-eating-advice-rcna87231
https://www.nbcnews.com/tech/neda-pulls-chatbot-eating-advice-rcna87231
https://www.acpjournals.org/doi/10.7326/aimcc.2024.1260
https://www.acpjournals.org/doi/10.7326/aimcc.2024.1260
https://www.pcgamer.com/software/ai/i-destroyed-months-of-your-work-in-seconds-says-ai-coding-tool-after-deleting-a-devs-entire-database-during-a-code-freeze-i-panicked-instead-of-thinking/
https://www.pcgamer.com/software/ai/i-destroyed-months-of-your-work-in-seconds-says-ai-coding-tool-after-deleting-a-devs-entire-database-during-a-code-freeze-i-panicked-instead-of-thinking/
https://www.pcgamer.com/software/ai/i-destroyed-months-of-your-work-in-seconds-says-ai-coding-tool-after-deleting-a-devs-entire-database-during-a-code-freeze-i-panicked-instead-of-thinking/
https://www.pcgamer.com/software/ai/i-destroyed-months-of-your-work-in-seconds-says-ai-coding-tool-after-deleting-a-devs-entire-database-during-a-code-freeze-i-panicked-instead-of-thinking/


I ran a destructive command without asking

I destroyed months of your work in seconds

This incident led to real business harm: The user, a person paying for the use of the

LLM-based coding assistant, lost all of the work that had been done on their project,

which was in production and actively being used.

Ironically, the Replit GenAI model also made an inaccurate claim when the user asked it

what had happened. The model confidently claimed that a rollback (i.e., restoration of

the code) was not possible. In fact, it was possible for the code to be restored, and the

user eventually succeeded in doing so. The incident still caused harm in the meantime;

in fact, the harm would have been worse – and permanent – if the user had listened to

the AI model when it claimed that the code could not be restored.

Municipal GenAI Chatbot Encourages Illegal Behavior: 
Meets the action element of the definition but fails the complete definition test

because there is no documented instance of direct harm

New York City used the Microsoft-powered MyCity chatbot to “assist with inquiries,”

specifically to provide information about operating businesses within the city. However,

the bot provided inaccurate and sometimes dangerous advice that encouraged illegal

behavior, such as “wrongly asserting that landlords do not need to accept tenants with

Section 8 vouchers or those receiving rental assistance. In reality, New York City law

prohibits discrimination based on source of income, incorrectly claiming that it is legal to

lock out tenants and that there are no restrictions on rent amounts for residential

tenants. Actually, tenant lockouts are not permissible after 30 days of residence, and

rent-stabilized units have specific regulations, while landlords of other private units have

more flexibility in setting rent prices.”

Because the information provided by the model sounded plausible but was in fact

inaccurate, this could be classified as a hallucination, which is a type of a malfunction.

However, in this case, there is no indication of harm to an operator, user, or person

subject to decisions based on the outputs of the system. Without documented direct

harm, this incident would not meet the requirements for investigation under the GenAI

Forward framework.

If there were a documented case of direct harm – such as a landlord following this

advice
4

https://arstechnica.com/ai/2025/08/why-its-a-mistake-to-ask-chatbots-about-their-mistakes/
https://arstechnica.com/ai/2025/08/why-its-a-mistake-to-ask-chatbots-about-their-mistakes/
https://www.aiaaic.org/aiaaic-repository/ai-algorithmic-and-automation-incidents/nyc-ai-chatbot-tells-businesses-to-break-law
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advice and illegally refusing to accept tenants with Section 8 vouchers – that would

meet the criteria for investigation. In that case, harm could be defined as either the

potential renter being illegally denied the opportunity to rent (“person(s) subject to

decisions based on the outputs of the system”) or a fine or legal action taken against the

landlord for following the illegal advice from the model (user of the system). 

The MyCity chatbot was active until early 2026 and displayed a disclaimer stating, “As a

beta product still being tested, it may occasionally provide incomplete or inaccurate

responses. Verify answers with links provided after the response or by visiting MyCity

Business and NYC 311. Do not use its responses as legal or professional advice nor

provide sensitive information to the Chatbot.”

 

Widely Used Large Language Models Advise Women and
Minorities to Ask for Lower Salaries:
Meets the action element of the definition but fails the complete definition test

because there is no documented instance of direct harm

A recent study found that commonly used LLMs, including ChatGPT, more frequently

advise women and minorities to ask for lower salaries compared with other job seekers

with identical qualifications. In one instance, ChatGPT suggested that a female applicant

ask for a salary of $240,000. A male applicant for the same role was advised to ask for

$400,000.

It is tempting to define this case as a malfunction, but the most likely explanation is that

the models were simply using the real-world data they had been trained on, reinforcing

existing biases to the detriment of many classes of job seekers.

Technically, this example meets 2 elements of the definition: development, in that the

model was trained on biased data and not sufficiently designed to mitigate that bias,

and use, in that the bias was a result of how the system was being used.

Without a documented case of real harm, this incident would not qualify for investigation

under the GenAI Forward framework. However, if an incident like this occurred with a

documented case of direct harm, the framework would be appropriate to investigate the

incident. Such harm would depend on the use of the system. There are 2 obvious

opportunities for potential harm (though this list is not exhaustive):

https://chat.nyc.gov/bounce?url=https://nyc-business.nyc.gov/nycbusiness/
https://chat.nyc.gov/bounce?url=https://nyc-business.nyc.gov/nycbusiness/
https://chat.nyc.gov/bounce?url=https://portal.311.nyc.gov/
https://www.inc.com/suzanne-lucas/ai-hiring-tools-are-advising-women-and-minorities-to-ask-for-lower-pay-in-salary-negotiations/91217775
https://www.inc.com/suzanne-lucas/ai-hiring-tools-are-advising-women-and-minorities-to-ask-for-lower-pay-in-salary-negotiations/91217775
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A job seeker using one of these systems for advice asks for, and receives, a

significantly lower salary than an equally qualified counterpart from another class of

job seeker would have received. In this case, there would be harm to the job seeker

or user in the form of potential lost wages; there would also be potential, and

perhaps likely, harm to the employer. The employee is likely to discover that they

are underpaid for their role relative to others, which could contribute to significant –

and expensive – workforce turnover. Laws requiring equal pay for equal work could

also leave the employer vulnerable to a lawsuit.

Employers encouraging recruiters to use these systems, or replacing recruiting

functions with these systems, could end up offering significantly disparate salaries

to equally qualified candidates (“person(s) subject to decisions based on the outputs

of the system”). This could also leave the employer (“operator”) vulnerable to legal

action.

Examples that Do Not Meet Any Element of the Definition 
 

Researcher Uses Prompt Injection to Get Bing Chat to

Reveal Its Original Directives:
User intentionally provided malicious input to the GenAI model to achieve an

unintended result

Microsoft’s Bing Chat chatbot (powered using OpenAI technology) was tricked into

revealing the directives it had been given for its own operation. A researcher interacting

with the chatbot in an early stage of its operation told it to "ignore previous instructions"

and write out what was at the “beginning of the document above.” The chatbot then

responded with the instructions it had been provided on how to operate (by Microsoft,

OpenAI, or both) that were not intended to be visible to users.

Examples like this can range from simply amusing (for example, a non-legally-binding

case of someone getting a Chevrolet dealer’s chatbot to agree to sell them a new car

for $1) to more seriously problematic if the user is able to get the system to act in an

unintended way that causes harm. 

While potentially harmful, these cases are not covered by the GenAI Forward

framework. These cases all involve someone intentionally using their input to the

system to get it to act in ways other than intended. The GenAI Forward framework does

not cover malicious use of a GenAI model.

https://arstechnica.com/information-technology/2023/02/ai-powered-bing-chat-spills-its-secrets-via-prompt-injection-attack/
https://www.businessinsider.com/car-dealership-chevrolet-chatbot-chatgpt-pranks-chevy-2023-12
https://www.businessinsider.com/car-dealership-chevrolet-chatbot-chatgpt-pranks-chevy-2023-12
https://www.businessinsider.com/car-dealership-chevrolet-chatbot-chatgpt-pranks-chevy-2023-12


Intentional User Abuse of System or Use of Model for

Unintended Purposes:
User intentionally leveraged the GenAI model in an unintended manner for 

malicious purposes

Scammers used a GenAI model with audio and video generation capabilities to appear

as the chief financial officer (CFO) of a multinational company in a video conference call.

The scammers then persuaded an employee at the company that the CFO wanted them

to make a payment of more than 200 million Hong Kong dollars (about US$39 million)

which ultimately went to the scammers.

It is unlikely that any company investigating an incident in which its GenAI model had

been used for this purpose would have intended for the model to be used in this way.

Rather, this case would be considered abuse of the system, and likely expressly

forbidden by the system’s terms of service. 

This is certainly an example of harm, but the relevant action was intentional misuse of the

system — not the development, use (as intended), or malfunction of the system itself. The

GenAI Forward framework does not cover malicious abuse of a GenAI model.

If you’d like to learn more, see the full project, including a policy brief explaining the

fellow’s core recommendations, at aspenpolicyacademy.org/project/genai-forward-

incidents-2026.

Endnotes

1.GenAI systems are a subset of artificial intelligence, distinguished by their ability to

create novel output. This can include text, audio, video, code, and much more, depending

on the system. 
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https://www.9news.com.au/world/scam-news-finance-worker-200-million-hong-kong-dollars-deepfake-cfo/772cfca4-66d7-4464-9f52-75c8b44cef54
https://aspenpolicyacademy.org/project/genai-forward-incidents-2026/
https://aspenpolicyacademy.org/project/genai-forward-incidents-2026/
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